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Control Panel Home

Change adapter settings
Change advanced sharing
settings

Seealso
HomeGroup
Intemet Options
Windows Firewall

Broadcom NetXtreme Gigabt Ethemet #Z
F77 &

IPv4 Subnet Mask.
IPv4 Default Gateway
1Pv4 DNS Servers

IPv4 WINS Setver
NetBIOS over TepipEn...
Link-local IPv6 Address
|Pv6 Defaut Gateway
IPv6 DNS Server

No

255.255.255.240
10.234.22081
1413355
192168.75.200

Yes
(e80::3dc8:44id a874:cf04%13

[S) Troubleshoot problems
.. Diannnce and renair nehuntk nmbliame or et ten

Connect or disconnect

Intemnet
¥ Local Area Connection 6

Internet
§ Local Area Connection 13

Jon: or set up a router or access paint.
5

or change shaiing settings.

Control Panel Home

Change adapter settings
Change advanced sharing
settings

Seealso
HomeGroup
Intemnet Options
Windows Firewall

|Pv4 Subnet Mask
Leass Obtained
Lease Expires

1Pv4 Default Gateway
IPv4 DHCP Server
IPv4 DNS Servers

IPvAWINS Server
NetBIOS over Tepip En...
IPv6 Address
Temporary IPv6 Address

Remote NDIS based Intemet Sharing
FC-DE-56FF-01-06

Yes

192168.1.100

255.255.255.0

Monday. April 02. 2018 0357:58
Monday, Apri 02, 2018 21:57:58
19218811

192168.1.1

19216811

19216811

Yes
2405:205:2100:6616:3843:7333 d11b
2405:205:2100:8816:8dde: 2d63 bBI3:

Connect or disconnect

Internet .
¥ Local Area Connection 6

Internet
U Local Area Connection 13

fon: or set up a router or access point.
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Controf Panel Home

View installed updates

P Tum Windows features on or
off

sktop Connection
All Control

Uninstall or change a program

To uninstall 2 program, select it from the list and then click Uninstall, Change, or Repair,

Sr~{  Currently installed programs Tc

36 programs installed
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Organize v
Name 5 Publisher Installed On ~ Size Version
{d/Java(TVD) 6 Update 22 Oracle 1071272016 ITOMB 60220
[&0ava(T™) 6 Update 23 Oracle 1071272016 9LIMB 60230
| &/ Java(TM) SE Development Kit § Update 23 Oracle 1071272015 151MB 16.0.230
%7 LenovoUskDriver 10.15 Lenovo 971872017 1015
e s i e [ McAfre Security Scan Plus McAfee, Inc. 33072018 102M8 3117171
P il Mediatek RT2870 Wireless LAN Card MediatekWiFi 1082017 1530473
i Microsoft NET Framework 4.7 Microsoft Corporation 9/25/2017 WIMB 4702053
3 Microsoft Office Enterprise 2007 Microsoft Corporation 22007 12045181014
EMicrosoft Visual C-++ 2008 Redistributable - xB6 9.0.3... Microsoft Corporation 2972017 MWKE 9030729
7 Microsoft Visual C-++ 2008 Redistributable - xB6 9.0.3..  Microsoft Corporation /1772016 G00KB  9.0.30729.6161
@ Mozilla Firefox 59.0.2 686 en-US) Mozilla 33072018 1M 5002
£ Mozilla Maintenance Service Mozilla 33072018 ATLKB 50.0.2.6656
£ OpenOffice.org 33 OpenOffice.org 1071272016 3I2MB 33,9567
=) [ Quick Heal Total Security Quick Heal Technologies Put. Ltd.  9/17/2016 1500
v Samsung Easy Document Creator Samsung Electronics Co,, Ltd.  11/17/2017 18.0MB L0587 (3/8/2013)
=L Samsung Easy Printer Manager Samsung Electronics Co, Ltd,  11/17/2017 L03.77.00(10/24/20...
4 Samsung M267x 207 Series Samsung Electronics Co, Ltd,  11/17/2017 L124(12/18/2013)
& Samsung Network PC Fax Samsung Electronics Co, Ltd,  11/17/2017 J5MB 110,11 (/1/2013)
& Samsung Printer Live Uipdate Samsung Electronics Co, Ltd. 1171772017 LOLO0:04Q013-04-.,
& Samsung SCX-421. Series Samsung Electronics CO,LTD  2/3/2017
8 Samsung SCX-472x Series Samsung Electronics Co,, Ltd.  9/17/2016 120 (09-10-2012)
% 1571 SNS Upload for Easy Document Creator Samsung Co,ltd w0t 243MB 100
{1 Symantec Endpoint Protection Symantec Carporation 1072172016 106GB 12166086300 |
3 Typing Master 10 Typing Innovation Group Ltd_ 1/11/2018 10.00
BWinRAR 5.01 G2-bit) win.rar GmbH 10/12/2016 5010
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@ See full map

Connect or disconnect

Access type: Internet
Connections: § Local Area Connection 6

Accesstype  Internet

Connections: § Local Area Cennection 13

liband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
o a wireless, wired, dial-up, or VPN network connection.
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233.20 - Remote Desktop Connection

ANNEXURE -1

» Control Panel » Network andIntemet » Netwark and Sharing Canter <[4y ][ Search c

Control Panel Home

Change adapter settings
Change advanced shating
settings.

Seealso
HomeGroup
Intemet Options
Windows Firewall

emote Desktop

Description

Physical Address
DHCP Enabled

IPv4 Address

IPv4 Subnet Mask.
Lease Obtaned
Lease Expires

1Pv4 Defoult Gateway
IPv4 DHCP Server
IPv4 DNS Servers

IPv4 WINS Server
NetBIOS over TepipEn..
IPvE Address

Temporary IPvB Address

Remotz NDIS based Intemet Shaing|

FC-DE-56-FF-01-06
Yes

192.168.1.100
255.255.0.0

02 April 2018 13:42:26
02 April 2018 21:42:26
192168.1.1
192168.1.1
19216811
19216011

‘Yes
2405:205:2525 3d31:c0(0:870d:532 e
24052052525 3d3H:c155:4523:41a6

*

See full map

Connect or disconnect

Internet
Y Local Area Connection

Internet
@ Local Area Connection 17

jon; or set up a router or access paint.

prork connection.

or change sharing settings.

Troubleshoct problems
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{_J\_J: [E ¥ ControlPanel » Netwark andintemet » Network and Shering Center

Control Panel Home

Change adapter settings
Change advanced sharing
settings

See alio
HomeGroup
Internet Options
Windows Firewall

Physical Addesy

DHCP Enabled

IPv4 Address

IPv4 Subnet Mask
vA Clefalt

1PvA DNS Servers

IPv4 WINS Server
NetBIOS over Tepip En...
Link-local IPv6 Address
IPV6 Default Gateway
IPv6 DNS Server

Broadcom Netxireme Gigabit Ethemet
74-27-EA-3B5A25

No

10.234.233.20

fe80::7cc5:c070:e863:3c7%11
feB0::21 a8 feSd: cfd0%11
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See full map

Connect or disconnect

Internet
B Local Area Connection

Internet

Y Local Ares Connection 17

jon; or set up a router or access point.

prork connection.

or change sharing settings.
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[Ty O S P




Link-1c

ubnet

Lease

Lease Ex
Default Gate

er
11D

DHCP
DHCPuG :
Client

DHCPu DUin:

DNS Servers
NetBIOS over Tepip. .
adapter Local fAr

ction-specific DNS §
ipt i

al Addres

nablede CEgsli Lol
fAlutoconf iguration Enabled
Li

ncal TPub Addw

ubnet Mask . .
Default Gateway

DNS Se

NetBIOS oue

E6-C8~9C-DC:

Hedia d

Microsoft ISATAP Adapt
B0-00-00-00-00-00-00-F|
N

Tunnel adapter Teredo Tunneling

Hedia State
onnection
b TH9

Tunnel adapter
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Multiple networks Intemet

See full map

Connect or disconnect

Internet

§ Local Area Connection

Access type:
Connections:

Internet

¥ Local Area Connection 17

Accesstype:
Connections:

bn or network
Hband, dial-up, ad hoc, or YPN connection; or set up a router or access point,
0 5 witeless, wired, dial-up, or VPN network connection.

d sharing options

s located on other network computers, or change sharing settings.

Lenovo Solution Center
Lenovo Solution Center has 4 critical message(s)

& Computer Management (Local |

4 [} System Tools |
(D Task Scheduler |
[#] Event Viewer “
3] Shared Folders ‘
& Local Users and Groups||
&) Performance |
& Device Manager

| a £ Storage

¥ Disk Management l
| © Fy Services and Applications ;

ke[ 10

425 Lenovo-THINK
3P Batteries
% Computer

< Disk drives
B2, Display adapters
DVD/CD-ROM drives
Human Interface Devices
& IDE ATA/ATAPI controllers
22 Keyboards

1 Mice and other pointing devices
W Monitors
2% Network adapters
®* Broadcom NetXtreme Gigabit Ethemet

.
|
|
L
1
‘
|
x
|
i
,
i
|
|
!
¥
|
|
i
‘
|

&% Remote NDIS based Intemet Sharing Device #16
Y3 Ports (COM & LPT)
2 Processors
[ Security Devices
SM Driver
% Sound, videa and game controllers

18 System devices
@ Universal Serial Bus controllers

Actions
Device Manager Mt
More Actions L 3




Status

Scan for Threats
Change Settings
View Quarantine
View Logs

/ View Quarantine - Symantec Endpoint Protection

View Quarantine

RansomWannacry

| Ransom.Wannacry

om.Wannacry
Ransom.Wannacry
RansomWannacry
Ransom Wannacry
Ransom Wannacry
RansomWannacry
| Ransom.Wannacry
I<

Restore

Purge Options

Filename

mssecsve.exa
mssecsve.exe
mssecsve.exe
mssecsve.exe
mSsecsve.exs
MSSecsve.exa
mssecsve.exs
mssecsvc.exa

mssecsvc.exe

Next scan scheduled for 18:37

Backup
Backup
Backup
Backup
Backup
Backup
Backup
Backup
Backup

T;igi;a[Lucali;)n
CA\Windows)
CAWindows\
CAWindows\
CiWindows\
CAWindows\
CA\Windows\
CAWindows
CAWindows\,

CAWindows\

Status

Infected
Infected
Infected
Infected
Infected
Infected
Infected
Infected
Infected




