
Mk0 Hkhejko vEcsMdj iqfyl vdkneh m0iz0 eqjknkckn }kjk  vk/kqfudhdj.k  ;kstuk o"kZ 

2013&14 ds vUrxZr dz; fd;s tkus okys fofHkUu midj.kksa@lkQ~Vos;j ds fy;s Vs.Mj dh 

‘krsZ%& 

1& ¼1½ izR;sd midj.k dh Vs.Mj Qhl ¼vyx&vyx½ :0 500&00 gS] tks :0 500&00 ds uxn 

Hkqxrku ij vdkneh dk;kZy; ls izkIr fd;s tk ldrs gSA Vs.Mj QkeZ Mkd }kjk izkIr djus dh 

fLFkfr esa           :0 575&00 dk cSad Mªk¶V vij iqfyl egkfuns'kd@funs’kd] Mk0 Hkhejko 

vEcsMdj iqfyl vdkneh m0iz0 eqjknkckn ds i{k esa cuokdj vdkneh dk;kZy; esa Hkstdj Mkd 

ds ek/;e ls Hkh Vs.Mj QkeZ izkIr fd;s tk ldrs gSA 

¼2½ mijksDr ls lEcfU/kr foKfIr ,oa fufonk izi= lfgr leLr lwpuk;sa m0iz0 iqfyl foHkkx dh 

csolkbV www.uppolice.up.nic.in o lwpuk foHkkx dh osolkbV www. 

information. up.nic.in ij miyc/k gSA fufonk izi= oso lkbV ls MkmuyksM fd;s tk 

ldrs gSA ysfdu Vs.Mj tek djus ds lkFk :0 500@& dk cSad Mªk¶V@cSadj pSd vij iqfyl 

egkfuns'kd] Mk0 Hkhejko vEcsMdj iqfyl vdkneh] m0iz0 eqjknkckn ds i{k esa layXu djuk 

vfuok;Z gksxkA 

2& midj.k@lkQ~Vos;j dh fof’k”Vrkvksa dk fooj.k fufonk izi= ds lkFk miyC/k gksxkA 

3& v/kksgLrk{kjh ds dk;kZy; ls izkIr fu/kkZfjr fufonk izi= ds vfrfjDr vU; fdlh izi= ij izLrqr 

fufonkvksa ij fopkj ugh fd;k tk;sxkA 

4& fufonk izi= ds nks Hkkx gS %& Hkkx ,& VSfDudy fcM]   Hkkx ch& QkbusfU’k;y fcM 

Hkkx ,& VsfDudy fcM dk iz;ksx midj.k@lkQ~Vos;j ds rduhdh fooj.k@fof’k”Vrk,a izLrqr 

djus gsrq fd;k tk;sxk ftlds lkFk /kjksgj jkf’k dk cSad MªkQ~V@,Q0Mh0vkj0] 

midj.k@lkQ~Vos;j dk ekWaMy la0] mldh fof’k”Vrk,] czks’kj@yhQysVl~ rFkk vf/k”Bkiu] 

dz;ksijkUr lsok;s] okj.Vh vof/k] okj.Vh vof/k dh lekfIr ds mijkUr okf”kZd vuqj{k.k vuqcU/k 

vkfn dk fooj.k ,oa vU; okafNr izi= layXu fd;s tk;sasxsaA 

Hkkx ch& QkbusfU’ky fcM dk iz;ksx dsoy midj.k@lkQ~Vos;j] ftldk fooj.k Hkkx&, 

VsfDudy fcM esa vafdr gS] dk ewY; vafdr djus gsrq fd;k tk;sxkA 

5& fufonk nkrk }kjk VsfDudy fcM izR;sd ¼midj.k@lkQ~Vos;j ds rduhdh fooj.k ,oa 

fof’k”Vrk;sa½ vkSj QkbusfU’k;y fcM vyx&vyx lhycUn fyQkQs ij Åij dh vksj ewy izfr 

¼Original½ rFkk f}rh; izfr ds fyQkQas ij f}rh; izfr ¼Duplicate½ vafdr 

fd;k tkuk vfuok;Z gSA izR;sd fyQkQs ij Åij dh vksj fufonkdrkZ dk uke] 

midj.k@lkQ~Vos;j dk uke rFkk uksfVfQds’ku la[;k vafdr fd;k tkuk vfuok;Z gSA izR;sd 

fcM ds ewY;kadu gsrq dsoy ewy izfr dk fyQkQk gh [kksyk tk;sxk rFkk f}rh; izfr ds fyQkQs] 

mifLFkr fufonknkrkvksa ds le{k lhycUn dj fn;s tk;saxsaA 

6& VsfDudy fcM dh ewy izfr ds lkFk /kjksgj /kujkf’k dk MªkQ~V layXu fd;k tk;sxk tks vij 

iqfyl egkfuns’kd@funs’kd] Mk0 Hkhejko vEcsMdj iqfyl vdkneh m0iz0 eqjknkckn dks ns; 

gksxkA /kjksgj /kujkf’k fdlh vU; :i esa Lohdkj fd;k tkuk lEHko ugh gksxkA fcM ds fyQkQs 

ij Li”V :i ls vafdr fd;k tk;sxk fd /kjksgj /kujkf’k dk cSad MªkQ~V layXu gSA Mh0vkbZ0 

dkuiqj vFkok Mh0th0,l0 ,.M Mh0 ubZ fnYyh vFkok ;w0ih0,l0vkbZ0lh0 dkuiqj vFkok 

,u0,l0vkbZ0lh0 ubZ fnYyh  esa iathdj.k ds vk/kkj ij /kjksgj /kujkf’k tek djus ls NwV dh 

vis{kk djus okys fufonkdrkZ }kjk lEcfU/kr izkf/kdkjh dh vksj ls iznRr bl vk’k; dk 

izek.k&i= layXu fd;k tk;sxkA 

7& viw.kZ vFkok okafNr rduhdh fof’k”Vrk;sa iwjk u djus okyh vFkok visf{kr /kjksgj /kujkf’k ds 

cSad MªkQ~V@,Q-Mh0vkj0 ls jfgr fufonkvksa ij fopkj ugh fd;k tk;sxkA ftl QeZ }kjk 



ftrus vkbZVeksa ds fy, fufonk nh tk;sxh] lHkh vkbZVeksa ds fy, fufonk /kujkf'k ds 02 izfr'kr 

dh nj ls vyx&vyx cSad MªkQ~V@,QMhvkj VSfDudy fcM ds lkFk tek djuk gksxkA 

8& fufonknkrk }kjk midj.k@lkQ~Vos;j ds fufonk izi= esa vafdr ekMy gsrq gh fufonk izLrqr 

dh tk;sxhA fufonk izi= esa vafdr ekWaMy ls fHkUu ekMy gsrq izLrqr fufonk vLohdr̀ dj nh 

tk;sxhA fufonknkrk }kjk midj.k@lkQ~Vos;j ds iz’uxr ekMy ds lkFk Js”Bdj fodYi dk 

mYys[k fufonk esa fd;k tk ldrk gS ftl ij fopkj djus dk vf/kdkj dz; lfefr dk gksxkA 

9& fufonkdrkZ dks fufonk izsf”kr djrs le; ;g Hkh izek.k&i= nsuk gksxk fd og izLrkfor vkiwfrZ 

midj.k@lkQ~Vos;j lEcU/kh QeZ ds Lo;a vf/kdr̀ forjd@fodzsrk gSA ;fn fufonk esa vafdr 

midj.k izksijkbVjh vkbZVe gS rks fufonknkrk dks mlds lEcU/k esa izksijkbVjh izek.k&i= izLrqr 

djuk gksxkA 

10& fufonknkrk }kjk QkbusfU’k;y fcM esa midj.k@lkQ~Vos;j dk ewY; lHkh izdkj ds dj ,oa O;; 

vkfn dks lfEEkfyr djrs gq, fuf’pr /kujkf’k ds :i esa vafdr fd;k tk;sxkA midj.k 

@lkQ~Vos;j dk ewY; ,oa oSsV VSDl rFkk vU; VSDl foRrh; fcM esa vyx&vyx dkWaye esa 

vafdr fd;s tk;saxsaA fcy izLrqr djrs le; vFkok Hkqxrku djrs le; dsoy fufonk Lohdkj 

fd;s tkus ds le; r; dh xbZ /kujkf’k gh ns; gksxhA vU; fdlh dj@O;; dk Hkqxrku fdlh 

Hkh n’kk esa lEHko ugh gksxkA midj.k@lkQ~Vos;j fons'kh gksus dh n’kk esa ,DliksVZ@bEiksVZ 

vkfn fM;wVh ds laca/k esa Li"V vafdr fd;k tk;sxk fd fdrus izfr'kr fM;wVh yh tk jgh gSA 

;fn ljdkjh dk;Z@izf'k{k.k laaLFkkuksa ds fy, bEiksVZ fM;wVh dks ekQ ;k de fd;s tkus dk 

izko/kku gksxk rks fufonkdRrkZ dks viuh foRrh; fcM essa Li"V vafdr djuk gksxk rFkk bEiksVZ 

fM;wVh dks ekQ ;k de fd;s tkus ds laca/k esa leLr dk;Zokgh lacaf/kr QeZ }kjk lEiUu dh 

tk;sxh ,oa ;fn mlds fy, fdlh izek.k i= ;k vU; izi= dh vko';drk gksxh rks mls 

dk;kZy; }kjk miyC/k djk;k tk;sxk RkFkk mlds fy, lacaf/kr QkesZV Hkh fufonkdRrZk dks 

miyC/k djkuk gksxkA 

11& dsUnh; fcdzhdj @ m0iz0 O;kikj dj gsrq iathdr̀ fufonknkrkvksa }kjk VsfDudy fcM ds lkFk 

dsUnzh; fcdzhdj @ m0iz0 O;kikj dj iathdj.k izek.k&i= layXu fd;k tk;sxk rFkk vk;dj 

lEcU/kh iSu uEcj Hkh vafdr fd;k tk;sxkA 

12& Lons’kh fufeZr midj.k ds ekeys esa fufonknkrk dks vius lEcfU/kr izns’k ds m|ksx funs’kky; 

dk iathdj.k izek.k&i= izLrqr djuk gksxkA 

13& vk;kfrr midj.k@lkQ~Vos;j ds ekeys esa fufonknkrk dsoy mUgh midj.k gsrq fufonk dj 

ldrs gS ftuds fy;s os vf/kdr̀ Mhyj @ forjd gSA mUgsa fons’kh fuekZrk dh vksj ls bl 

vk’k; dk vf/kdkj i= izLrqr djuk gksxk fd & 

¼1½ fufonknkrk lEcfU/kr midj.k@lkQ~Vos;j dh vkiwfrZ gsrq fons’kh fuekZrk dEIkuh dk  ewy 

vf/kdr̀ Mhyj @ forjd gSA 

¼2½ iz’uxr midj.k@lkQ~Vos;j lEcfU/kr fons’kh dEIkuh }kjk fuekZ.k fd;k tkrk gSA 

¼3½ lEcfU/kr vf/kdr̀ Mhyj@forjd fons’kh fuekZrk dEiuh vFkok mlds vf/kdr̀ forjd }kjk 

mldh vksj ls Hkkjr esa fufonk izLrqr djus ds fy;s vf/kdr̀ gSA  

14&  fufonk esa ;g Li”V mYys[k fd;k tkuk vko’;d gksxk fd midj.k@lkQ~Vos;j ds iz;ksxkFkZ 

dUT;wescy vkbZVEl rFkk Lis;j ikVZl dh vkiwfrZ lqfuf’pr dh tk;sxhA 

15& fufonknkrk }kjk midj.k dh okj.Vh vof/k ,d o”kZ ls de ugh gksxh] okj.Vh dh lhek rFkk 

dz;ksijkUr lsokvksa dk fooj.k miyC/k djk;k tk;sxkA vkiwfrZdrkZ QeZ@vfHkdrkZ] vkiwfrZ fd;s 

tk jgs midj.k@lkQ~Vos;j ds mi;ksx ds lEcU/k esa leqfpr vof/k gsrq izf’k{k.k nsus ds fy;s Hkh 

ck/; gksxsaA ;fn okj.Vh vof/k esa fdlh midj.k@lkQ~Vos;j esa dksbZ nks”k mRiUu gksrk gS rks 

vkiwfrZdrkZ }kjk 72 ?kaVs ds vUnj nks”k fuokj.k fd;k tks;xk vFkok LVs.M&ckbZ O;oLFkk dh 



tk;sxh vFkok u;k midj.k@lkQ~Vos;j miyC/k djk;k tk;sxkA izf’k{k.k dz;ksijkUr lsok,a rFkk 

okj.Vh lEcU/kh lHkh lqfo/kk,a iqfyl vdkneh m0iz0 eqjknkckn esa iznku dh tk;saxhA 

16& okj.Vh vof/k ds mijkUr okf”kZd vuqj{k.k vuqcU/k dh nj ,oa ‘krksZ @ izfrcU/kksa dk fooj.k Hkh 

fufonk esa mfYyf[kr fd;k tkuk vko’;d gSA fufonk Lohd`r gks tkus ds mijkUr vkiwfrZdrkZ  

dks bl vk’k; dk vuqcU/k djuk gksxk fd okj.Vh vof/k ds mijkUr fu/kkZfjr nj ,oa ‘krksZ 

@izfrcU/kksa ds vUrxZr okf”kZd vuqj{k.k vuqcU/k fd;k tk;sxkA okf”kZd vuqj{k.k vuqcU/k lEcU/kh 

;g vuqcU/k iqfyl vdkneh m0iz0 eqjknkckn ds fy;s ck/;dkjh ugh gksxkA 

17& fufonk fnukad  5-10-2015 dks 1200 cts rd v/kksgLrk{kjh ds dk;kZy; Mk0 Hkhejko vEcsMdj 

iqfyl vdkneh m0iz0 eqjknkckn esa Lohdkj dh tk;sxhA fufonk,a fnukad 5-10-2015 dks 

fufonknkrkvksa@muds vfHkdrkZvksa ds le{k nksigj 1300 cts Mk0 Hkhejko vEcsMdj iqfyl 

vdkneh m0iz0 eqjknkckn esa [kksyh tk;saxhA 

18& fufonk Mkd }kjk Hkh Hksth tk ldrh gS ijUrq fdlh Hkh ek/;e ls Hksth xbZ fufonk dk fu/kkZfjr 

le; lhek esa Mk0 Hkhejko vEcsMdj iqfyl vdkneh m0iz0 eqjknkckn igWaqpus dk mRrjnkf;Ro 

iw.kZ:is.k fufonknkrk dk gksxkA fu/kkZfjr le; lhek ds mijkUr izkIr fufonk ij fdlh Hkh n’kk 

esa fopkj fd;k tkuk lEHko ugh gksxkA 

19&  fufonk [kksys tkus dh frfFk 5-10-2015 dks nksigj 1600 cts VsfDudy fcM [kksyh tk;sxhA 

VsfDudy fcM ds ewY;kadu ds mijkUr fnukWd 8-10-2015 dks midj.k ds izn’kZu dk dk;Z fd;k 

tk;sxkA VsfDudy fcM ds ewY;kadu ,oa midj.k ds izn’kZu ds ckn foRrh; fcM ckn esa [kksyh 

tk;sxh ftldh lwpuk ckn esa nh tk;sxh A 

20& rduhdh fujh{k.k @izn’kZu gsrq vfrfjDr le;kof/k dh ekWax ij fopkj fd;k tkuk lEHko ugh 

gksxkA midj.k@lkQ~Vos;j dk rduhdh fujh{k.k djk;s tkus esa vleFkZ ik;s x;s fufonknkrk 

dh fufonk fujLr dj nh tk;sxkA 

21& midj.k@lkQ~Vos;j ds dz; gsrq xfBr dz; lfefr U;wure fufonk Lohdkj djus ds fy;s ck/; 

ugh gSA fdlh Hkh fufonk dks iw.kZr% ;k mlds fdlh Hkkx dks fcuk dkj.k crk;s fujLr djus dk 

vf/kdkj dz; lfefr gks gksxkA 

22& dz; fd;s tkus okys midj.k@lkQ~Vos;j dh la[;k esa ifjorZu dk vf/kdkj dz; lfefr dks 

gksxkA 

23& Lohdr̀ fufonkvksa ds fufonknkrkvksa }kjk vkiwfrZ ds lEcU/k esa fu/kkZfjr izk:i esa :0 100@& ds 

uku twfMf’k;y LVkEi isij ij dz; vuqcU/k fd;k tk;sxk rFkk cSad MªkQ~V@lkof/k tek jlhn 

@ ,Q0Mh0vkj0@cSad xkj.Vh ds :i esa midj.k ds ewY; ds 10 izfr’kr ds cjkcj /kujkf’k 

vij iqfyl egkfuns’kd@funs’kd] Mk0 Hkhejko vEcsMdj iqfyl vdkneh m0iz0 eqjknkckn ds 

i{k esa cU/kd ds :i esa tek dh tk;sxhA tks midj.k@lkQ~Vos;jh dh okj.Vh vof/k rd tek 

jgsxh rFkk bl vof/k esa midj.k@lkQ~Vos;j  ds lUrks”ktud dk;Z djus ds mijkUr 

vkiwfrZdrkZ QeZ dks okil dj nh tk;sxhA 

24& ;fn fdlh dkj.k ls vkiwfrZ ds lzksr esa VSDl ;k M;wVh ?kVrh gS rks vkiwfrZ drkZ }kjk ewY; 

rnkuqlkj ?kVk;k tk;sxkA 

25& Lohdr̀ fufonkvksa ds fufonknkrkvksa }kjk mi;qZDr vafdr dz; vuqcU/k djus ds mijkUr 

midj.k@lkQ~Vos;j dh vkiwfrZ @vf/k”Bkiu ds lkFk rhu izfr;ksa esa fcy Hkqxrku gsrq izLrqr 

fd;k tk;sxkA 

26& ;fn fufonk Lohdr̀ gksus ds mijkUr rhu fnol ds vUnj fufonknkrk }kjk dz; vuqcU/k ,oa 

tekur /kujkf’k izLrqr ugh dh tkrh gS vFkok dz; vuqcU/k ds mijkUr fu/kkZfjr le; lhek ds 

vUnj midj.k@lkQ~Vos;j dh vkiwfrZ@vf/k”Bkiu lEcU/kh dk;Zokgh lEiUu ugh dh tkrh gS rks 

/kjksgj jkf’k tCr dj yh tk;sxh rFkk vkiwfrZ drkZ QeZ dks dkyh lwph esa lfEefyr fd;s tkus 

gsrq dk;Zokgh dh tk;sxhA 



27& vkiwfrZ fd;s tkus okys midj.k@lkQ~Vos;j Mk0 Hkhejko vEcsMdj iqfyl vdkneh m0iz0 

eqjknkckn esa gh Lohdkj fd;s tk;sxsa rFkk blds fy;s vyx ls dksbZ ;krk;kr] iSdsftax rFkk 

ba’;ksjsUl O;; vkfn ns; ugh gksaxsaA fu/kkZfjr xarO; LFkku rd midj.kksa@lkQ~Vos;j dks Hkstus 

vFkok mlds izfrLFkkiu ij gksus okyk O;; Hkkj fufonknkrkvksa }kjk gh ogu fd;k tk;sxkA 

28& midj.k@lkQ~Vos;j dh vkiwfrZ @vf/k”Bkiu ds mijkUr fufonknkrk }kjk vko’;drkuqlkj 

lEcfU/kr bdkbZ ds dfeZ;ksa dks midj.k@lkQ~Vos;j ds j[k j[kko ,oa lapkyu ds lEcU/k esa 

leqfpr vof/k dk izf’k{k.k iznku djus dh O;oLFkk Hkh dh tk;sxh A blds vfrfjDr 

vkijsfVaxeSU;woy ,oa vU; izf’k{k.k lkexzh iznku djuk gksxkA ftlds fy;s vyx ls dksbZ O;; 

ns; ugh gksxkA izf'k{k.k dh vof/k dks viuh fufonk esa vafdr djuk gksxkA 

midj.k@lkQ~Vos;j dk izf'k{k.k lacaf/kr dk;kZy; ij nsuk gksxkA 

29& lHkh midj.k@lkQ~Vos;j ,oa lgorhZ mi dfeZdksa dh vkiwfrZ @vf/k”Bkiu ds mijkUr gh 

Hkqxrku fd;k tk;sxkA ifjfLFkfro’k Hkqxrku ds foyEc ds fy;s dksbZ C;kt@vf/kHkkj ns; ugh 

gksxkA 

30& dksbZ Hkh fookn eqjknkckn ds U;kf;d {ks= esa gh fopkj.kh; gksxkA 

31& fufonk izi= esa layXu ‘krksZ ,oa izfrcU/kksa dks n`f”Vxr j[krs gq, gh fufonk izLrqr dh tkuh 

pkfg;sA bu ‘krksZ ,oa izfrcU/kksa dk mYya?ku djrs gq, izLrqr dh xbZ fufonk fujLr dh tk 

ldrh gSA 

32& VsfDudy fcM ds [kqyus ds mijkUr fufonknkrk dks izLrkfor midj.kksa dks iznf’kZr djuk gksxk 

rFkk mlds VsfDudy cks’kj o dSVykx Hkh nsuk gksxkA 

33& fufonknkrkvksa dks VsfDudy fcM ds lkFk fuEufyf[kr nLrkost layXu djuk gksxk & 

1& VsfDudy izek.k i=]   2& dEIkuh@Mhyj dks oSV jftLVªs’ku]  

3& lfoZl VSDl jftLVªs’ku]   4& isSu uEcjA  

34& dEiuh @ Mhyj dk dk;kZy; o lfoZl lsUVj ;w0ih0@fnYyh@,u0lh0vkj0 esa gksuk  

       pkfg;saA 

35&   lkQ~Vos;j v|kof/kd laLdj.k dk gks ,oa fofHkUu gkMZos;j flLVe lkQ~Vos;j dks liksVZ 

 Djrk gksA 

36- lkQ~Vos;j @gkMZos;j fo’oluh; ¼vks0bZ0,e0½ }kjk fufeZr gks ,oa LFkkuh; Lrj ij  

 ,lsEcYM fd;k gqvk u gksA  

37& fufonk [kqyus ds fnukad ls 90 fnol rd fufonkdrkZvksa }kjk viuh fufonk;s@ vkea=.k [kqyh@ 

fLFkj j[kuh gksaxhA 

 

 

¼ukflj deky ½ 

vij iqfyl egkfuns'kd@funs'kd 

,oa 

v/;{k dz; lfefr 

Mk0 Hkhejko vEcsMdj iqfyl 

vdkneh] 

                                                     m0iz0 eqjknkcknA 

 

 



fufonk lwpuk dk izk:i 

dk;kZy;  Mk0  Hkhejko  vEcsMdj  iqfyl  vdkneh  mRrj  izns’k] eqjknkckn 

dk;kZy; QSDl ua0 0591&2435117            

bZesy&adguppmbd@bsnl.in 

      polacademy@up.nic.in 
fufonk la0%  m&19  @2014           fnukad%  vxLr 21 2015

       

             mRrj izns’k iqfyl ds iz;ksxkFkZ vk/kqfudhdj.k ;kstuk o”kZ 2013&14  ds vUrxZr fuEufyf[kr 

midj.kksa@ lkQ~Vos;j  ds dz; gsrq nks izfr;ksa esa VsDuhdy ,oa foRrh; Hkko i= vyx&vyx eqgjcUn vkaeaf=r fd;s tkrs 

gS %& 

dz0la0 midj.k @lkQ~Vos;j dk 

okLrfod uke 

izLrkfor 

midj.k@lkQ~Bos;j  

dh la[;k 

Vs.Mj dk ewY; 

¼dk;kZy; ls 

izkIr djus ij : 

500-00 izfr 

Vs.Mj ,oa Mkd 

ls izkIr djus ij 

: 575-00 izfr 

Vs.Mj 

lEiwfrZ dk LFkku 

1- Forensic Work Station 

imaging and analysis tool 

(FRED) 

17 

 

 

      rnSo       rnSo 

2- Omni-Wipe (Logicube) 

Hardware based wiping 

tool 

17       rnSo       rnSo 

3- Preasearching/Imaging 

Hardware Device 

17       rnSo 
 

      rnSo 

4- Device Forensics Suite (C-

DAC) 

17       rnSo       rnSo 

5- Stego Suite 17       rnSo       rnSo 

6- Cyber Check Suite (C-

DAC) 

17       rnSo       rnSo 

7- Image Analysis Software 17       rnSo       rnSo 

8- Encase Forensics with 

Winhex 

17       rnSo       rnSo 

9- Encase Forensic 

(Educational Bundle 

License) 

17       rnSo       rnSo 

10- I2 Workstation 17       rnSo       rnSo 

11- Network Forensics Suite             

( C-DAC) 

17       rnSo       rnSo 

12- Celldek mobile Forensic 

Tool 

17       rnSo       rnSo 

13- Portable Forensic Lab 

Harware Imaging Device 

17       rnSo       rnSo 



 

2&  mijksDr midj.kksa@lkQ~os;j  dh vkiwfrZ gsrq bPNqd QesZ :0 500&00 uxn vFkok :0 575&00 dk 

cSad Mªk¶V tek djds izdk’ku ds fnukWd ls 4-10-2015 rd fdlh Hkh dk;Z fnol esa v/kksgLrk{kjh ds dk;kZy; ls fufonk 

QkeZ e; VsDuhdy@foRRkh; fcM ,oa ‘krksZ lfgr izkIr dj ldrs gSA fufonk QkeZ ds lkFk mijksDr midj.k@lkQ~os;j dh 

rduhdh fof’kf”V;kWa ¼Lisf’kfQds’ku½ miyC/k djk;h tk;sxhA fufonk izi= :0 575&00 dk cSad Mªk¶V vij iqfyl 

egkfuns’kd] Mk0 Hkhejko vEcsMdj iqfyl vdkneh m0iz0 eqjknkckn ds i{k esa Hkstdj Mkd ls Hkh izkIr fd;k tk ldrs gaSA 

fufonk ls lEcfU/kr dksbZ Hkh tkudkjh fdlh Hkh dk;Z fnol esa nwjHkk”k uEcj 0591&2435733 ij izkIr dh tk ldrh gSA 

v/kksgLrk{kjh ds dk;kZy; dk QSDl uEcj 0591&2435117 gSA fufonk  fnukad  5-10-2015 dks dk;kZy; esa 1200 cts rd 

izkIr gks tkuh pkfg;sA 

3&  izR;sd fufonk ds lkFk midj.kk@lkQ~os;ja ds lEeq[k n’kkZ;h xbZ vusZLV euh ¼bZ0,e0Mh0½ tek dh 

tk;sxh] tks fMek.M MªkQ~V] cSad xkj.Vh ,oa ,QMhvkj ds :i esa vij iqfyl egkfuns’kd@funs’kd] Mk0 Hkhejko vEcsMdj 

iqfyl vdkneh m0iz0 eqjknkckn ds i{k esa cuokdj izLrqr dh tk;sxhA 

4&  v/kksgLrk{kjh fdlh Hkh fufonk dks fcuk dkj.k crk;s vkaf’kd ;k iw.kZ :i ls vLohdkj djus gsrq l{ke 

gksaxsaA v/kksgLrk{kjh dks dz; fd;s tkus okys midj.kksa dh la[;k ?kVkus vFkok c<kus dk Hkh vf/kdkj gksxkA 

5&  mDr foKfIr m0iz0 iqfyl foHkkx dh osclkbV www.uppolice.up.nic.in o lwpuk 

foHkkx dh osclkbV www.information.up.nic.in ij miyC/k gSA fufonk izi= osclkbV ls MkmuyksM 

fd;s tk ldrs gS] ysfdu Vs.Mj tek djus ds lkFk  :0 500&00 dk cSad Mªk¶V@cSadj pSad vij iqfyl egkfuns’kd] Mk0 

Hkhejko vEcsMdj iqfyl vdkneh] m0iz0 eqjknkckn ds i{k esa layXu djuk vfuok;Z gksxkA  

 

  1& fufonk fcdzh dh frfFk   &       izdk'ku dh frfFk@osclkbV ij vkus dh  

                                                   frfFk ls 4-10-2015 rd   

  2&  fufonk izkIr gksus dh vfUre frfFk         fn0  5-10-2015 

  3& fufonk ckDl [kksys tkus dh frfFk         fn0  5-10-2015 

  4&  rduhdh Hkko i= [kksys tkus dh frfFk        fn0   5-10-2015 

  5& rduhdh dz; lfefr dh cSBd ,oa           fn0   6-10-2015   

          rqyukRed pkVZ rS;kj fd;k tkuk                 ,oa   7-10-2015 

 

  6&     midj.kksa ds izn'kZu dh frfFk   fn0 8-10-2015          

  5& foRrh; Hkko i= [kksyus dh frfFk        rduhdh lfefr dh 

vk[;k  

                        izkIr gksus ij fu/kkZfjr dh tk;sxh ,oa rn~uqlkj QeksZ dks lwfpr fd;k tk;sxk 

  6& foRrh; dz; lfefr dh cSBd dh frfFk    mijksDrkuqlkj  

 

¼ukflj deky ½ 

vij iqfyl egkfuns'kd@funs'kd ,oa 

v/;{k dz; lfefr 

Mk0 Hkhejko vEcsMdj iqfyl vdkneh] 

m0iz0 eqjknkckn 

 

 

 

 

                   



                                                     ¼VsDuhdy fcM½ 

 

fufonk gsrq vkosnu i= 

v/;{k dz; lfefr@ 

vij iqfyl egkfuns'kd@funs'kd  

Mk0 Hkhejko vEcsMdj iqfyl vdkneh] 

m0iz0 eqjknkcknA 

                 

egksn;] 

  eSus uhps vafdr midj.kksa@lkQ~Vos;j  dh vkiwfrZ fd;s tkus ds lEcU/k esa 

vkids Lrj ls izdkf’kr fufonk lwpuk dk v/;;u fd;k ,oa fuEufyf[kr 

midj.kksa@lkQ~os;j dh vkiwfrZ gsrq fufonk izLrqr dj jgk gWaw %& 

dz0la0 midj.k@lkQ~os;j dk 

okLrfod uke 

izLrkfor 

midj.k@lkQ~os;j 

dh la[;k 

  /kjksgj jkf’k rduhdh Lisf’kfQds’ku 

1- Forensic Work Station 

imaging and analysis 

tool (FRED) 

17 

 

 

 fufonk 

/kujkf'k dh 2 

izfr'kr 

  

2- Omni-Wipe (Logicube) 

Hardware based wiping 

tool 

17  fufonk 

/kujkf'k dh 2 

izfr'kr 

 

3- Preasearching/Imaging 

Hardware Device 

17  fufonk 

/kujkf'k dh 2 

izfr'kr 

 

4- Device Forensics Suite 

(C-DAC) 

17  fufonk 

/kujkf'k dh 2 

izfr'kr 

 

5- Stego Suite 17  fufonk 

/kujkf'k dh 2 

izfr'kr 

 

6- Cyber Check Suite (C-

DAC) 

17  fufonk 

/kujkf'k dh 2 

izfr'kr 

 

 

 

 

 

 

7- Image Analysis 

Software 

17   



8- Encase Forensics with 

Winhex 

17   

9- Encase Forensic 

(Educational Bundle 

License) 

17   

10- I2 Workstation 17   

11- Network Forensics Suite 

(C DAC) 

17   

12- Celldek mobile Forensic 

Tool 

17   

13- Portable Forensic Lab 

Harware Imaging 

Device 

17   

 

2&  vkiwfrZ gsrq izLrkfor mDr midj.kksa ds fy;s fufonk esa vafdr /kjksgj jkf’k ds :Ik esa iqfyl 

egkfuns’kd@funs’kd] Mk0 Hkhejko vEcsMdj iqfyl vdkneh m0iz0 eqjknkckn ds i{k esa ns; cSad MªkQ~V layXu 

gSA 

3& izdkf’kr fufonk lwpuk esa visf{kr vfHkys[k fufonk [kqyus ds mijkUr dz; lfefr ds le{k izLrqr d:WaxkA 

4& bl fufonk vkosnu i= ds lkFk layXu fufonk lwpuk la0 m&19@2014] fnukafdr  21&8&2015 esa dz; gsrq 

izLrkfor midj.kksa@lkQ~Vos;j dk fooj.k rFkk fcUnq la0 1 ls 13 mfYyf[kr midj.kksa@lkQ~Vos;j ls lEcfU/kr 

fu;e ,oa ‘krksZ dk xgurk iwoZd v/;;u dj fy;k x;k gS rFkk lHkh ‘krsZ fcuk fdlh vkifRr ds Lohdkj gSA 

5& vkiwfrZ gsrq izLrkfor midj.kksa@lkQ~Vos;ja ds fofRrh; fcM esa vafdr ewY; cktkj Hkko@nj vuqcU/k ij vk/kkfjr 

gSA 

6& dz; gsrq izLrkfor ,oa fu/kkZfjr Lisf’kfQds’ku;qDr midj.kksa@lkQ~Vos;j ds fooj.k esa vafdr fuEu midj.kksa dh 

fufonk izLrqr dh tk jgh gS %&/ 

7& uksV %& ;fn fufonknkrk ds ikl mi;qDZr Lisf’kfQds’ku ds vfrfjDr vU; dksbZ fooj.k miyC/k gks rks mldk 

foLr`r fooj.k fufonk vkosnu ij vius ysVj isM ij vafdr djds izsf”kr dj ldrs gSA 

fnukad% 

 

                                fufonk izLrqr djus okyh QeZ dk uke@’khy 

                               ,oa O;kikj dj@vk;dj@fcdzhdj dk iathdj.k la[;k 

 

 

 

 

 

 

 

 

 



                                                             ¼QkbusfUl;y 

fcM½ 

fufonk gsrq vkosnu i= 

 

v/;{k dz; lfefr@ 

vij iqfyl egkfuns'kd@funs'kd 

Mk0 Hkhejko vEcsMdj iqfyl vdkneh] 

m0iz0 eqjknkcknA 

                 

egksn;] 

  eaSus uhps vafdr midj.k@lkQ~Vos;j dh vkiwfrZ fd;s tkus ds lEcU/k esa vkids Lrj 

ls izdkf’kr fufonk lwpuk dk v/;;u fd;k ,oa fuEufyf[kr midj.k@lkQ~Vos;j dh vkiwfrZ gsrq fufonk 

izLrqr dj jgk gWaw%& 

d0

la0 

midj.k@lkQ~Vos;j dk 

uke 

rduhdh 

fcM esa nh 

fof'kf"V;ksa 

ds vuqlkj  

dqy  

ek=k 

midj.k@lkQ~Vos;j dk ewY; rFkk visf{kr djksa 

dk vyx&vyx fooj.k 

 

midj.k 

dk ewY; 

osV VSDl 

;w0ih0 

lsUVªy osV 

VSDl 

,DliksVZ@b

EikaV fM;wVh 

dqy ;ksx 

1- Forensic Work 

Station imaging and 

analysis tool (FRED) 

   rnSo  

 
17 

 

     

2- Omni-Wipe 

(Logicube) Hardware 

based wiping tool 

   rnSo 17      

3- Preasearching/Imagin

g Hardware Device 

   rnSo 17      

4- Device Forensics 

Suite (C-DAC) 

   rnSo `17      

5- Stego Suite    rnSo 17      

6- Cyber Check Suite 

(C-DAC) 

   rnSo 17      

7- Image Analysis 

Software 

   rnSo 17      

8- Encase Forensics 

with Winhex 

   rnSo 17      

9- Encase Forensic 

(Educational Bundle 

License) 

   rnSo 17      

10- I2 Workstation    rnSo 17      

11- Network Forensics 

Suite (C DAC) 

   rnSo 17      



12- Celldek mobile 

Forensic Tool 

   rnSo 17      

13- Portable Forensic Lab 

Harware Imaging 

Device 

   rnSo 17      

 

2&  izdkf’kr fufonk lwpuk esa visf{kr vfHkys[k fufonk [kqyus ds mijkUr dz; lfefr ds le{k izLrqr d:WaxkA 

3& bl fufonk vkosnu i= ds lkFk layXu fufonk lwpuk la0 m&19@2014 fnukafdr 21&8&2015  esa dz; gsrq 

izLrkfor midj.kksa@lkQ~Vos;j dk fooj.k rFkk mfYyf[kr midj.kksa@lkQ~Vos;j ls lEcfU/kr fu;e ,oa ‘krksZ 

dk xgurkiwoZd v/;;u dj fy;k x;k gS rFkk lHkh ‘krsZ fcuk fdlh vkifRr ds Lohdkj gSA 

4& vkiwfrZ gsrq izLrkfor midj.kksa@lkQ~Vos;j ds foRrh; fcM esa vafdr ewY; cktkj Hkko@nj vuqcU/k ij vk/kkfjr 

gSA 

5& dz; gsrq izLrkfor ,oa fu/kkZfjr Lisf’kfQds’ku;qDr midj.kksa ds fooj.k esa vafdr fuEu midj.kksa@lkQ~Vos;j dh 

fufonk izLrqr dh tk jgh gS %& 

 

fnukad% 

 

 fufonk izLrqr djus okyh QeZ dk uke@’khy 

    ,oa O;kikj dj@vk;dj@fcdzhdj dk iathdj.k      

    la[;k 

  



 

  Celldek Mobile Forensic Tool 

Technical Specifications                                                   (Sl.No.-1) 
 

The Mobile Data Recovery System should comply with the following requirements at 
least: 

1 Should be able to perform physical, logical and file system extractions from wide 
range of mobile phones with different operating systems/platforms or chipsets. 

2 The collection of the mobile data extracted should be done through a ruggedised 
Laptop (like Panasonic toughbook or similar) with i5 Processor, 4 GB RAM, 300 GB 
Hard Disk, 2 USB 2.0 Ports, 2 USB 3.0 Ports, Windows 7/8 Professional OS and 
other standard configuration.  

3 Shall be able to do complete extraction of existing, hidden, and deleted phone data, 
including call history, text messages, contacts, images, GPS fixes and geotags. 

4 Solution should offer to extract deleted as well as available data of Whatsapp, Viber, 
wechat, skype, etc 

5 Shall be able to perform enhanced decoding - enabling support for multiple data 
types such as: SMS, contacts, chat, email, web history, SIM data, cookies, MMS, 
GPS location fixes, call logs, calendar, contacts and more  

6 Shall be able to perform Physical data extraction and password recovery from iOS 4.x 
devices: iPhone 4, iPad 1, iPod Touch 3G/4G  

7 Shall be able to perform data extraction for all iOS devices: including latest iPhones, 
iPad 1 2 3, iPod Touch 3G/4G, iPad Air etc.  

8 Shall be able to do Physical data extraction from GPS devices  

9 Shall allow identification of mobile device by 8 visual elements selections  

10 Shall be able to extract location information (such as Wi-Fi, cell tower and navigation 
applications) from iPhone, Blackberry and Android devices  

11 Shall be able to generate reports in PDF, HTML, XML, Excel with header and footer 
customization feature.  

12 Shall be able to generate MD5 & SHA256 hash signatures for data authentication.  

13 Shall be able to generate Reports with the organization logo.  

14 Shall be able to edit fields such as case name/number, examiner’s name and more  

15 Shall be able to perform advanced physical extraction from iOS devices for encrypted 
and password protected devices  

16 Shall be able to perform Instant search – diving into the decoded data instantly 
allowing users to locate strings in the phone memory and directing them to the 
content’s source  

17 Solution must be able to perform physical extraction of Blackberry devices running 
BB OS 4,5,6,7, from all available partitions (User and system) 

18 Solution must be able to decode physical extraction of Blackberry devices for 
recovering deleted data including deleted and group BBM messages 

19 Solution must provide a specialized pin-out scanning solution to allow extraction from 
non-standard, Chinese made phones. 

20 Solution must be able to perform physical extraction from locked Nokia Symbian 
based (BB5 series) devices 

21 Solution should come with clone SIM Card for forensic use. 

22 Solution must be able to decode physical extraction of Nokia Symbian based and 
BB5 based devices 

23 Solution must allow physical extraction from locked android phones 



24 Solution must allow bypassing of password in order to perform physical extraction 
from locked android phones without having to have ADB enabled 

25 Shall be able to do physical extraction from thousands of Chinese mobile phones 

26 Shall have advanced image carving capability 

27 Shall have ability to highlight information based on predefined list of values 

28 Shall have entities and hex bookmarking capability 

29 Solution must have Physical extraction and decoding while bypassing pattern lock / 
password / PIN from Android devices including Samsung Galaxy S family, LG, HTC, 
Motorola, and more 

30 Shall have Python scripting facility to enhance decoding and add customized 
decoding functions according to specific needs 

31 Solutions shall facilitate the decryption of trip-log files obtained from TomTom GPS 
devices  

32 Should have File system extraction from any device running Windows phone 7.5 and 
8, Samsung, Nokia, HTC, Huawei and ZTE 

33 Should Obtain existing and deleted data: apps, passwords, emails, call history, SMS, 
contacts, calendar, media files, geotags, location information, GPS fixes etc. 

34 Solution shall provide analytical data of decoded data, presenting statistical 
information of communication performed to/from the device 

35 Solution shall provide the ability to display a timeline of all decoded data with filtering 
capabilities by available fields 

36 Solution shall provide the ability to run a scan of the decoded data against virus 
signatures DB and alert of suspected infected files 

37 Solution shall allow advance search capabilities in the HEX image, for strings, SMS, 
passwords, numbers, patterns, dates and more  

38 Solution shall allow user the flexibility to define or customize the decoding process  

39 Shall come with Data Cable set for Branded and Chinese Mobile Phones at least 25+ 
tips for Chinese phones.  

40 Solution should be Proprietary technology and boot loaders ensure forensically sound 
extractions 

41 Solution should offer Frequent updates to ensure compatibility with new phones as 
they enter the market 

42 Wararnty: 2 (Two) Years with Updates/ Upgrades as available by the OEM 

43 Solution must only be quoted by the firms, which have well experienced in the field of 
cyber forensics in market of at least 3 years. 

44 Bidder should be Authorized resellers/ distributor by the OEM 
 

  
 
 
 

  
 

 
 
 
 



 
Portable Forensic Lab Hardware Imaging Device                             
(Sl.No.13) 
 

1Technical Specifications  
 

1- Should contain a High end laptop with following features with additional 

1 TB USB 3.0 supported External HDD : 

 4th Generation Quad core Intel Core i7 or higher (2.3 Ghz or higher), ()  

 16 GB, DDR 3 RAM,  

 512 GB SSD or higher,  

 64 bit Operating System Windows 7 or higher 

 Internal/External DVD Writer with speeds upto 24X 

 Display should support 1920 x 1080 Pixel resolution. 

2- Should contain kit with write blocker capability enabled disk duplication 

devices capable of acquiring data in the field or lab from wide variety of 

hard drives like SATA/SCSI/IDE/ZIF/USB drives at speeds of 5 GB/min 

or higher.Supported  

 

 1 x IDE + SATA Combo write protect Bridge 

 

 1 x USB write protect bridge 

 
 

 1 x SAS write protect bridge 

 

 1x Fire Wire write protect bridge 

 

 2 x power supplies with power lead for main units 

 

 Fire Wire cables + USB cables + all other necessary cables for IDE/SASA 

 

 Waterproof, dust proof pelican case  
3- Should contain Universal Kit of various mobile chargers and 

Connectors and laptop chargers of various companies and models.and 

One Extra Power Back  

4- Should contain Forensic SIM Card Reader and Forensic Multi Card 

Reader compatible with all available types of SIM Cards/ Memory 

Cards and should be able to read all available files on a SIM card/ 

Memory Cards and store in an archive file, besides recovering deleted 

text messages stored on the card but not readable on phone and 

deleted files on a memory card. 

5- Should contain Forensic Imaging and analyzing Software for data 

recovery and analysis. 

6- Minimum 2 years warranty alongwith software upgrades.and updates 

7- Onsite training to be provided alongwith guide and operating manual 

 

 

 



  

 
 
 

 
                       Device Forensic Suite (CDAC)                                   (Sl.No.-4)      
  

Technical Specifications 
 

 

1. Should contain Mobile Check Analyzer digital forensic imaging tool 
for WinCE/ Pocket PC/ Windows Mobile/ Blackberry/ Symbian and 
Palm OS PDAs/ Mobile Phones and Smartphones through USB 
Connection alongwith generation of MD5 Hash value of the image.  

2. Should contain MobileCheckImager tool which performs the 
forensics acquisition of broad array of Mobile Phones, Smart 
Phones and PDAs with a very user-friendly operation to the user.   

 
 

 
  

 

 
 

 

 
 

  
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 



 

 
 Technical Specifications of Stego Suit                                       
(Sl.No.-5)      

           
Technical Specifications 

 
 

1. Must use case management with our full suite of tools 

2. Rapid identification of over 500 known steganography 

programs 

3. Detect suspicious files through blind anomaly-based approach 

4. Easily identify image artifacts and image characteristics 

5. State-of-the-art image analysis with advanced image filters 

6. State-of-the-art audio analyzer 

7. Crack and extract payloads from carrier files with a simple 

point and click interface. 

8. Court ready investigator html reports 

9. Scan audio files, JPG, BMP, GIF, PNG and more 

10.Free product maintenance for one year  

 
 

 
 

 
 

 
 
  

 

 

 
 

 

 
 

 
 
 



 
 
Cyber Check Suite(C-DAC):                                                              
(Sl.No.-6)     
 

Technical Specifications 
 
  
 

1. Capability for Disk imaging, Disk Recovery and Analysis 

2. Recover deleted files/ folders, deleted partitions, formatted data 

on a partition. 

3. Simple to use GRAPHIC User Interface. 

4. Latest edition. 

 
 

 
 
  

 

 
 

 

 
 

 
 

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 



 

 
 

 
 
 Network Forensic Suite(C-DAC)                                                  (Sl.No.-
11) 
 

Technical Specifications 
 
 

1. Forensic tool to capture and analyze network traffic 

2. Capability for Forensic Log analysis, Network session analysis 

3. Tool for tracing senders of emails. 

 

 
 

 
  

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 



 
 

Image Analysis Software                                                                     
(Sl.No-7) 

 
Technical Specifications  

1. Create images, process a wide range of data types from forensic images 

to email archives, analyse the registry, conduct an investigation, 

decrypt files, crack passwords, and build a report all with a single 

solution. 

2. Recover passwords from 100+ applications. 

3. KFF hash library with 45 million hashes. 

4. Advanced, automated analysis without the scripting. 

5. True multi-threaded / multi-core support. 

6. Wizard-driven processing ensures no data is missed. 

7. Cancel/Pause/Resume functionality 

8. Real-time processing status 

9. CPU resource throttling 

10. Email notification upon processing completion 

11. Pre- and post-processing refinement 

12. Advanced data carving engine allows you to specify criteria, such as 

file size, data type and pixel size to reduce the amount of irrelevant 

data carved while increasing overall thoroughness. 

13. Create, import and export reusable processing profiles with pre-defined 

processing options for different investigative needs. 

14. Support for 700+ image, archive and file types 

15. Notes NSF, Outlook PST/OST, Exchange EDB, Outlook Express DBX, 

Eudora, EML (Microsoft Internet Mail, Earthlink, Thunderbird, 

Quickmail, etc.), Netscape, AOL and RFC 833 

16. Process and analyze DMG (compressed and uncompressed), Ext4, 

exFAT, VxFS (Veritas File System), Microsoft VHD (Microsoft Virtual 

Hard Disk), Blackberry IPD backup files, Android YAFFS / YAFFS 2 

and many more. 

17. Create and process Advanced Forensic Format (AFF) images. 

18. Supports Windows® (32- and 64-bit), Apple®, UNIX® and Linux® 

operating systems 

19. Comprehensive analysis of volatile data 

20. Static RAM analysis from an image or against a live system 

21. Enumerate all running processes, including those hidden by rootkits, 

and display associated DLLs, network sockets and handles in context. 



22. Dump a process and associated DLLs for further analysis in third-party 

tools. 

23. Memory string search allows you to identify hits in memory and 

automatically map them back to a given process, DLL or piece of 

unallocated space and dump the corresponding item. 

24. Provides VAD tree analysis and exposes registry artifacts in memory 

and will parse and display handle information from memory. 

25. Internet / Chat tab 

26. Advanced Google Chrome analysis 

27. 50+ Internet, Chat, P2P and online game carvers to automatically 

expose this critical evidence during processing 

28. Video thumbnails 

29. Explicit Image Detection auto-identifies potentially pornographic 

images by analysing shapes, orientation and flesh tones. 

 

 
 

 
 

  

 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 
 

 
 

 



 

   X-Ways Forensics with Winhex                                     (Sl.No-8) 
Technical Specifications of 

1. Ability to Disk cloning and imaging 

2. Ability to read partitioning and file system structures inside raw (.dd) 

image files, ISO, VHD and VMDK images 

3. Complete access to disks, RAIDs, and images more than 2 TB in size 

(more than 232 sectors) with sector sizes up to 8 KB 

4. Built-in interpretation of JBOD, RAID 0, RAID 5, RAID 5EE, and RAID 

6 systems, Linux software RAIDs, Windows dynamic disks, and LVM2 

5. Automatic identification of lost/deleted partitions 

6. Native support for FAT12, FAT16, FAT32, exFAT, TFAT, NTFS, Ext2, 

Ext3, Ext4, Next3®, CDFS/ISO9660/Joliet, UDF 

7. Superimposition of sectors, e.g. with corrected partition tables or file 

system data structures to parse file systems completely despite data 

corruption, without altering the original disk or image 

8. Viewing and dumping physical RAM* and the virtual memory of 

running processes 

9. Various data recovery techniques, lightning fast and powerful file 

carving 

10. Well maintained file header signature database based on GREP 

notation 

11. Data interpreter, knowing 20 variable types 

12. Viewing and editing binary data structures using templates 

13. Hard disk cleansing to produce forensically sterile media 

14. Gathering slack space, free space, inter-partition space, and generic text 

from drives and images 

15. File and directory catalog creation for all computer media 

16. Easy detection of and access to NTFS alternate data streams (ADS) 

17. Mass hash calculation for files (CRC32, MD4, ed2k, MD5, SHA-1, SHA-

256, RipeMD, ...) 

18. Lightning fast powerful physical and logical search capabilities for 

many search terms at the same time 

19. Recursive view of all existing and deleted files in all subdirectories 

20. Automatic coloring for the structure of FILE records in NTFS 

21. Bookmarks/annotations 

22. Runs under Windows FE, the forensically sound bootable Windows 

environment, e.g. for triage/preview, with limitations 

23. Ability to analyze remote computers in conjunction with F-Response 

24. Superior, fast disk imaging with intelligent compression options  

25. Ability to read and write .e01 evidence files (a.k.a. EnCase images), 

optionally with real encryption (256-bit AES, i.e. not mere “password 

protection”)  



26. Ability to create skeleton images and cleansed image. 

27. Ability to copy relevant files to evidence file containers, where they 

retain almost all their original file system metadata, as a means to 

selectively acquire data in the first place or to exchange selected files 

with investigators, prosecution, lawyers, etc.  

28. Complete case management  

29. Automated activity logging (audit logs)  

30. Write protection to ensure data authenticity  

31. Remote analysis capability for drives in network can be added 

optionally 

32. Additional support for the filesystems HFS, 

HFS+/HFSJ/HFSX, ReiserFS, Reiser4, XFS, many variants of UFS1 and 

UFS2  

33. Ability to include files from all volume shadow copies in the analysis 

(but exclude duplicates), filter for such files, find the snapshot 

properties, etc.  

34. The basis for a listed file is practically just a mouse click away. Easily 

navigate to the file system data structure where it is defined, e.g. FILE 

record, index record, $LogFile, volume shadow copy, FAT directory 

entry, Ext* inode, containing file if embedded etc.  

35. Supported partitioning types: Apple supported in addition to MBR, 

GPT (GUID partitioning), Windows dynamic disks (both MBR and GPT 

style), LVM2 (both MBR and GPT style), and unpartitioned 

(Superfloppy)  

36. Very powerful main memory analysis for local RAM or memory dumps 

of Windows 2000, XP, Vista, 2003 Server, 2008 Server, Windows 7 or 

higher /latest version of window  

37. Shows owners of files, NTFS file permissions, object IDs/GUIDs, special 

attributes  

38. Compensation for NTFS compression effects and Ext2/Ext3 block 

allocation logic in file carving  

39. Convenient back & forward navigation from one directory to another, 

multiple steps, restoring sort criteria, filter (de)activation, selection  

40. Gallery view for pictures  

41. Calendar view  

42. File preview, seamlessly integrated viewer component for 270+ file 

types  

43. Ability to print the same file types directly from within the program 

with all metadata on a cover page  

44. Internal viewer for Windows Registry files (all Windows versions); 

automated and configurable powerful Registry report  

45. Viewer for Windows event log files (.evt, .evtx), Windows shortcut 

(.lnk) files, Windows Prefetch files, $LogFile, $UsnJrnl, restore point 

http://www.x-ways.net/investigator/evidence_file_container.html
http://www.x-ways.net/forensics/viewer.html
http://www.x-ways.net/forensics/viewer.html


change.log, Windows Task Scheduler (.job), $EFS LUS, INFO2, 

wtmp/utmp/btmp log-in records, MacOS X kcpassword, AOL-PFC, 

Outlook NK2 auto-complete, Outlook WAB address book, Internet 

Explorer travellog (a.k.a. RecoveryStore), Internet Explorer index.dat 

history and browser cache databases, SQLite databases such as Firefox 

history, Firefox downloads, Firefox form history, Firefox sign-ons, 

Chrome cookies, Chrome archived history, Chrome history, Chrome 

log-in data, Chrome web data, Safari cache, Safari feeds, Skype's 

main.db database with contacts and file transfers, ...  

46. Ability to collect Internet Explorer history and browser cache index.dat 

records that are floating around in free space or slack space in a virtual 

single file  

47. Extracts metadata and internal creation timestamps from various file 

types and allows to filter by that, e.g. MS Office, OpenOffice, StarOffice, 

HTML, MDI, PDF, RTF, WRI, AOL PFC, ASF, WMV, WMA, MOV, 

AVI, WAV, MP4, 3GP, M4V, M4A, JPEG, BMP, THM, TIFF, GIF, PNG, 

GZ, ZIP, PF, IE cookies, DMP memory dumps, hiberfil.sys, PNF, SHD 

& SPL printer spool, tracking.log, .mdb MS Access database, 

manifest.mbdx/.mbdb iPhone backup. 

48. Keeps track of which files were already viewed during the investigation  

49. Include external files, e.g. translations or decrypted or converted 

versions of original files, and connect them to the files they belong with  

50. Ability to examine e-mail extracted from Outlook (PST, OST), Exchange 

EDB, Outlook Express (DBX), AOL PFC, Mozilla (including 

Thunderbird), generic mailbox (mbox, Unix), MSG, EML  

51. Can produce a powerful event list based on timestamps found in all 

supported file systems, in operating systems (including event logs, 

registry, recycle bin, ...), and file contents (e.g. e-mail headers, Exif 

timestamps, GPS timestamps, last printed timestamps; browser 

databases, Skype chats, calls, file transfers, account creation...).  

52. Event timestamps can be sorted chronologically to get a timeline of 

events. They are represented graphically in a calendar to easily see 

hotspots of activity or periods of inactivity or to quickly filter for certain 

time periods with 2 mouse clicks.  

53. Automatic extensive file type verification based on signatures and 

specialized algorithms  

54. Ability to tag files and add notable files to report tables  

55. Automated reports that can be imported and further processed by any 

other application that understands HTML, such as MS Word  

56. Ability to associate comments about files for inclusion in the report or 

for filtering  

57. Directory tree on the left, ability to explore and tag directories including 

all their subdirectories  



58. synchronizing the sectors view with the file list and directory tree  

59. Powerful dynamic filters based on true file type, hash set category, 

timestamps, file size, comments, report tables, contained search terms. 

60. Ability to copy files off an image or a drive including their full path, 

including or excluding file slack, or file slack separately or only slack  

61. Automatic identification of encrypted MS Office and PDF documents  

62. Can extract almost any kind of embedded files (including pictures) 

from any other kind of files, thumbnails from JPEGs and thumbcaches, 

.lnk shortcuts from jump lists, various data from Windows.edb, 

browser caches, PLists, tables from SQLite databases, miscellaneous 

elements from OLE2 and PDF documents, ...  

63. Skin color detection (e.g. a gallery view sorted by skin color percentage 

greatly accelerates a search for traces of child pornography)  

64. Detection of black & white or gray-scale pictures, which could be 

scanned-in documents or digitally stored faxes  

65. Detection of PDF documents that should be OCR'ed  

66. Ability to extract still pictures from video files in user-defined intervals, 

using MPlayer or Forensic Framer, to drastically reduce the amount of 

data when having to check for inappropriate or illegal content  

67. Lists the contents of archives directly in the directory browser, even in a 

recursive view  

68. Logical search, in all or selected files/directories only, following 

fragmented cluster chains, in compressed files, optionally decoding text 

in PDF, HTML, EML, ..., optionally using GREP, user-defined "whole 

words" option  

69. Powerful search hit listings with context preview, e.g. like “all search 

hits for the search terms A, B, and D in .doc and .ppt files below 

\Documents and Settings with last access date in 2004 that do not 

contain search term C”  

70. Search and index in both Unicode and various code pages  

71. Highly flexible indexing algorithm, supporting solid compound words  

72. logically combine search hits with an AND, fuzzy AND, NEAR, + and - 

operators  

73. Ability to export search hits as HTML, highlighted within their context, 

with file metadata 

74. Detection and removal of host-protected areas (HPA, ATA-protected 

areas), and DCO  

75. Match files against the lightning-fast internal hash database  

76. Ability to import NSRL RDS 2.x, HashKeeper, and ILook hash sets  

77. Create your own hash sets  

              
 
 

http://www.mplayerhq.hu/
http://www.kuiper.de/


i2 analysis workstation                                                            (Sl.No.-10 
 
Technical Specifications 
 
 
 
 

1-Should be able to be installed and run on standalone computer. 
2- Should run on Windows xp, Windows 7 and Windows 8. Or higher /latest 
version  
3- Should able to import CDR & Tower Dump of different companies and 
circle. 
4- Should be able to import CDR,SDR, Gateway data ,ISD & Tower Dump 
of difference companies and circles.  
     Data regardless of their company and format e.g. html, csv, xls, xlsx, txt, 
tsv etc. 
5- Should make data (CDRs, Tower Dump, IMEIs) into same format.  
6- Should have an option to split numbers/cell ids if it comes in same file. 
7- Should have an option to make groups/set on desired filters. 
8- should be able to automatically place the important information into maps 
like cell Id. Addres MNCs etc.  
9- Should have an inbuilt case management system. 

 
 
 
 

  

 

 
 
 
 
 
 
 
 
 
 
 
 
 

 



Forensic Imaging and Analysis (Educational Bundle license )              

(Sl.No.-9) 

Technical Specifications 
 

1. Support an acquisition of data from disk or RAM, documents, images, e-

mail, webmail, Internet artifacts, Web history and cache, HTML page 

reconstruction, chat sessions, compressed files, backup files, encrypted 

files, RAIDs, workstations, servers, smartphones and tablets. 

2. Support integration of results into cases. 

3. Support recovery of files and partitions, detect deleted files by parsing event 

logs, file signature analysis, and hash analysis, even within compounded 

files or unallocated disk space. 

4.  Support easy view of hundreds of file formats in native form, built-in Registry 

viewer,      

       integrated photo viewer, see results on a timeline/calendar. 

4. Support automation of processing and indexing. 

5. Support indexing engine with more powerful queries and faster processing. 

6. Support creation of templates based on case profiles, and integrate EnScript 

results. 

7. Support Decryption Suite, Physical Disk Emulator, Virtual File System, 

Fastbloc SE (in-built). 

8. Support preserving data in an evidence file format (LEF or E01) with an 

unsurpassed record of court acceptance. 

9. Support previewing results while data is being acquired. 

10. Support searching and analyzing multiple drives or media simultaneously 

11. Support creation of custom programs to help them automate time-

consuming investigative tasks, such as searching and analyzing specific 

document types or other labor- intensive processes and procedures 

12. Support exporting of reports with lists of all files and folders along with 

detailed list of URLs, with dates and time of visits. Providing hard drive 

information and details related to the acquisition, drive geometry, folder 

structure, etc. 

  

                                                                                                                                   



 

  
 Presearching/ Imaging Hardware Device.       

(Sl.No.-3) 

Technical Specification 
Should be able to view suspect computers at the scene of the 

investigation in real time without prior need to image hard drives and 

without the need for clumsy virtual viewing software; all with 

absolutely no risk of corrupting the evidence. 

It must have following features -  

 Operate and investigate suspect hard drive (HDD) in the field at 

the crime scene prior to imaging  

 Investigate and analyze suspect HDD possibly repeatedly  in the 

forensics lab –  

 When illicit activity such as overnight downloading sensitive 

files is suspected, should verify  the activity and preserve the 

timestamps. 

  Should allow to boot and run a suspect computer on the spot and 

in minutes without compromising evidence - no drive imaging 

required. 

 Should run all applications, upload forensics software, operate 

suspect's customized programs, present evidence in its native 

environment and ensure easy comprehension by laypersons.  

 Should Work with all operating systems: Macintosh, Linux, 

Unix, Microsoft (from DOS to Windows 8 or  higher /latest 

Version. 

 Should  eliminate software or hardware incompatibility issues 

between the investigator's computer and the suspect computer  

 Should guarantee suspect hard drive is forensically preserved 

with built-in hardware write-blocker  

 Onsite training to be provided alongwith guide and operating 

manual. 
 
 

 

  

 



 

Omni- wipe (logicube) hardware based wiping tool    

(Sl.No-2) 

Technical Specification 

 
 
It should be able to quickly wipe drives and should have 

following features. 
 

 Should have built-in support for both SATA and IDE hard drives 

that  can wipe at speeds over 4GB/min.  

 Should  support a one-pass erase, Secure Erase (if the hard drives 

supports this mode)  

 
 Should have  Drive Adapters2.5″, 1.8″ ZIF, 

mSATA,microSATA, eSATA and Compact Flash drives  

 On site training to be provided alongwith guide and 

operating manual.  

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 



Forensic work station  imaging and analysis tool 

(F.R.E.D.)            (Sl.No-01)   

 

Technical Specification 
 

1 
Processor Dual Intel Xeon E5 Processors E5-2630 v2;  

6 Cores; 2.3 GHz CPU Speed; CPU Cache 15 MB 

2 
RAM 32 GB DDR3 1600 Quad Channel Memory; RAM Should be of ECC type; 

Expandable upto 64 GB 

3 Graphic Card NVIDIA GeForce GTX 750Ti, 2GB GDDR5, 5400MHz; with 1x HDMI & 1x DVI ports 

4 Optical Drive Blu-Ray Burner Drive should have Lightscribe 

5 Network Adapter 2x Intel 82574L, 10/100/1000Mbps 

6 

I/O Ports Front Ports: 2x USB 2.0; 6x USB 3.0 (2 Top Mounted, 4 Front Mounted); 1x eSATA; 
1x Microphone; 1x Headphone 
Rear Ports: 6x USB 2.0; 2x USB 3.0; 2x eSATA 3Gb/s; 2x RJ-45; 2 - 1394a 400; 1 - 
1394b 800; 1x S/PDIF Out; 5x Audio Ports 

7 Operating System Windows 7 64-Bit Ultimate OR Windows 8.1 or window 10  

8 Power Supply 1300 Watts SMPS 

9 Write Blocker IDE/SATA/USB/SAS/Firewire for write protection of suspected storage device 

10 Cable & Adapter Set 3.5”, 2.5”, 1.8” & ZIF Drives 

11 OS Drive 256 GB SATA 6 Gbp/s SSD Drive 

12 Temp Drive 128 GB SATA 6 Gbp/s SSD Drive 

13 Storage for Case Data 2 TB 7200 RPM 6 Gbp/s Hard Disk Drive 

14 Storage for Forensic Image 2 TB 7200 RPM 6 Gbp/s Hard Disk Drive 

15 Onboard Expansion Slots 7x PCI Express x16 (Version 3.0) 

16 
Front Mounted Drive Bays 4 External Drive Bays: 1x SATA Trayless for OS; 1x SATA Trayless for Temp Drive; 3x 

Hot Plug SAS/SATA 3.5″ Trayless Bays 

17 Multi Card Reader should have Integrated Write Blocked Multi-Card Reader.  

18 Speaker System 2.1 Channel Speaker System 

19 Peripherals 22” LED Monitor, Wireless Keyboard and Mouse 

20 Warranty 3 years parts and labor warranty 

21 Toolkit Multi-Piece Toolkit to assist in Digital Evidence Gathering 

 
 

  

 
                        

 

 

 


