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Forensic Imaging and Analysis (Educational Bundle license )
Technical Specifications

Support an acquisition of data from disk or RAM, documents, images, e-mail,
webmail, Internet artifacts, Web history and cache, HTML page reconstruction,
chat sessions, compressed files, backup files, encrypted files, RAIDs,
workstations, servers, smartphones and tablets.

Support integration of results into cases.

Support recovery of files and partitions, detect deleted files by parsing event
logs, file signature analysis, and hash analysis, even within compounded files or
unallocated disk space.

Support easy view of hundreds of file formats in native form, built-in Registry

viewer, integrated photo viewer, see results on a timeline/calendar.

4.
5.
6.

10.
11.

12.

Support automation of processing and indexing.

Support indexing engine with more powerful queries and faster processing.
Support creation of templates based on case profiles, and integrate EnScript
results.

Support Decryption Suite, Physical Disk Emulator, Virtual File System, Fastbloc
SE (in-built).

Support preserving data in an evidence file format (LEF or EO1) with an
unsurpassed record of court acceptance.

Support previewing results while data is being acquired.

Support searching and analyzing multiple drives or media simultaneously
Support creation of custom programs to help them automate time-consuming
investigative tasks, such as searching and analyzing specific document types or
other labor- intensive processes and procedures

Support exporting of reports with lists of all files and folders along with detailed
list of URLSs, with dates and time of visits. Providing hard drive information and

details related to the acquisition, drive geometry, folder structure, etc.



Presearching/ Imaqging Hardware Device.

Technical Specification
Should be able to view suspect computers at the scene of the investigation

in real time without prior need to image hard drives and without the need
for clumsy virtual viewing software; all with absolutely no risk of
corrupting the evidence.

It must have following features -

« Operate and investigate suspect hard drive (HDD) in the field at the
crime scene prior to imaging

« Investigate and analyze suspect HDD possibly repeatedly in the
forensics lab —

« When illicit activity such as overnight downloading sensitive files is
suspected, should verify the activity and preserve the timestamps.

« Should allow to boot and run a suspect computer on the spot and in
minutes without compromising evidence - no drive imaging
required.

« Should run all applications, upload forensics software, operate
suspect's customized programs, present evidence in its native
environment and ensure easy comprehension by laypersons.

« Should Work with all operating systems: Macintosh, Linux, Unix,
Microsoft (from DOS to Windows 8 or higher /latest Version.

« Should eliminate software or hardware incompatibility issues
between the investigator's computer and the suspect computer

« Should guarantee suspect hard drive is forensically preserved with
built-in hardware write-blocker

« Onsite training to be provided alongwith guide and operating
manual.



Portable Forensic Lab Hardware Imaging Device

1-

2-

Technical Specifications

Should contain a High end laptop with following features with additional 1
TB USB 3.0 supported External HDD :

4th Generation Quad core Intel Core i7 or higher (2.3 Ghz or higher), ()

16 GB, DDR 3 RAM,

512 GB SSD or higher,

64 bit Operating System Windows 7 or higher

Internal/External DVD Writer with speeds upto 24X

Display should support 1920 x 1080 Pixel resolution.
Should contain kit with write blocker capability enabled disk duplication
devices capable of acquiring data in the field or lab from wide variety of
hard drives like SATA/SCSI/IDE/ZIF/USB drives at speeds of 5 GB/min or
higher.Supported

e 1 xIDE + SATA Combo write protect Bridge
e 1 xUSB write protect bridge

e 1 xSAS write protect bridge

e 1x Fire Wire write protect bridge

e 2 x power supplies with power lead for main units

e Fire Wire cables + USB cables + all other necessary cables for IDE/SASA

e Waterproof, dust proof pelican case
Should contain Universal Kit of various mobile chargers and Connectors
and laptop chargers of various companies and models.and One Extra
Power Back
Should contain Forensic SIM Card Reader and Forensic Multi Card
Reader compatible with all available types of SIM Cards/ Memory Cards
and should be able to read all available files on a SIM card/ Memory Cards
and store in an archive file, besides recovering deleted text messages
stored on the card but not readable on phone and deleted files on a
memory card.
Should contain Forensic Imaging and analyzing Software for data recovery
and analysis.
Minimum 2 years warranty alongwith software upgrades.and updates
Onsite training to be provided alongwith guide and operating manual






